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Abstract

Thi s docunent describes a general Data Validation and Certification
Server (DVCS) and the protocols to be used when comunicating wth
it. The Data Validation and Certification Server is a Trusted Third
Party (TTP) that can be used as one conponent in building reliable
non-repudi ati on servi ces.

Useful Data Validation and Certification Server responsibilities in a
PKI are to assert the validity of signed docunents, public key
certificates, and the possession or existence of data.

Assertions created by this protocol are called Data Validation
Certificates (DVC).

We give exanpl es of how to use the Data Validation and Certification
Server to extend the lifetinme of a signature beyond key expiry or
revocation and to query the Data Validation and Certification Server
regarding the status of a public key certificate. The docunent

i ncludes a conplete exanple of a tinme stanping transaction
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1. Introduction

This docunent is the result of work that has been proposed and

di scussed within the | ETF PKI X worki ng group. The authors and some
menbers of the group felt that pronmoting the rather new concepts into
the standards process seenmed premature. The concepts presented have
been stable for sonme tine and partially inplenmented. It was agreed
that a publication as experinental RFC was an appropriate neans to
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get a stable reference docunent to pernit other inplenentations to
occur.

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED', "NMAY", and "OPTIONAL" in this document (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

A Data Validation and Certification Server (DVCS) is a Trusted Third
Party (TTP) providing data validation services, asserting correctness
of digitally signed docunents, validity of public key certificates,
and possession or existence of data.

As a result of the validation, a DVCS generates a Data Validation
Certificate (DVC). The data validation certificate can be used for
constructing evidence of non-repudiation relating to the validity and
correctness of an entity’'s claimto possess data, the validity and
revocation status of an entity’s public key certificate and the
validity and correctness of a digitally signed docunent.

Services provided by a DVCS do not replace the usage of CRLs and OCSP
for public key certificate revocation checking in |arge open
environnments, due to concerns about the scalability of the protocol

It should be rather used to support non-repudiation or to suppl enent
nore traditional services concerning paperless docunent environnents.
The presence of a data validation certificate supports
non-repudi ati on by providing evidence that a digitally signed
docunent or public key certificate was valid at the tinme indicated in
t he DVC.

A DVC validating a public key certificate can for exanple be used
even after the public key certificate expires and its revocation
information is no longer or not easily available. Determining the
validity of a DVC is assuned to be a sinpler task, for exanple, if
the popul ation of DVCS is significantly smaller than the popul ation
of public key certificate owners.

An inmportant feature of the protocol is that DVCs can be validated by
usi ng the sane protocol (not necessarily using the sanme service), and
the validity of a signed docunent, in particular a DVC, can al so be
determ ned by neans other than by verifying its signature(s), e.g.

by conparing agai nst an archive

The production of a data validation certificate in response to a
signed request for validation of a signed docunent or public key
certificate al so provides evidence that due diligence was perforned
by the requester in validating a digital signature or public key
certificate.
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This docunent defines the use of digital signatures to insure the
authenticity of docunments and DVCs, and uses a correspondi ng
term nol ogy; the use of other nethods to provide evidence for
authenticity is not excluded, in particular it is possible to replace
a SignedData security envel ope by anot her one.

2. Services provided by DVCS

The current specification defines 4 types of validation and
certification services:

- Certification of Possession of Data (cpd),

- Certification of O aimof Possession of Data (ccpd),
- Validation of Digitally Signed Docurment (vsd), and

- Validation of Public Key Certificates (vpkc).

A DVCS MJST support at |east a subset of these services. A DVCS may
support a restricted vsd service allowing to validate data validation
certificates.

On conpl etion of each service, the DVCS produces a data validation
certificate - a signed docunent containing the validation results and
trustworthy tine information

2.1 Certification of Possession of Data

The Certification of Possession of Data service provides evidence
that the requester possessed data at the tinme indicated and that the
actual data were presented to the Data Validation Server.

2.2 Certification of Caimof Possession of Data

The Certification of Caimof Possession of Data service is sinmlar
to the previous one, except that the requester does not present the
data itself but a message digest.

2.3 Validation of Digitally Signed Docunents

The Validation of Digitally Signed Docunment service is used when
validity of a signed docunment is to be asserted

The DVCS verifies all signatures attached to the signed docunent
using all appropriate status informati on and public key certificates.
The DVCS verifies the mathenatical correctness of all signatures
attached to the docunent and al so checks whether the signing entities
can be trusted, for exanple by validating the full certification path
fromthe signing entities to a trusted point (e.g., the DVCS s CA, or
the root CAin a hierarchy).
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The DVCS nay be able to rely on relevant CRLs or nmay need to

suppl enent this with access to nore current status infornmation from
the CAs for exanple by accessing an OCSP service, a trusted directory
service, or other DVCS services.

The DVCS will performverification of all signatures attached to the
signed docunment. A failure of the verification of one of the
signatures does not necessarily result in the failure of the entire
val idation, and vice versa, a global failure may occur if the
docunent has an insufficient nunmber of signatures.

2.4 Validation of Public Key Certificates

The Validation of Public Key Certificates service is used to verify
and assert the validity (according to [ RFC2459]) of one or nore
public key certificates at the specified tine.

When verifying a public key certificate, the DVCS verifies that the
certificate included in the request is a valid certificate and
determines its revocation status at a specified tinme. DVS checks the
full certification path fromthe certificate's issuer to a trusted
point. Again, the DVCS MAY be able to rely on external information
(CRL, OCsP, DVCS).

3. Data Certification Server Usage and Scenarii .

It is outside the scope of this docunment to conpletely describe
di fferent operational scenarii or usages for DVCS

See Appendix B and C for a set of sonme basic exanpl es and use cases.

The Val i date Signed Document service can be used to support non-
repudi ati on services, to allow use of the signed docunent beyond
public key certificate revocation or expiry, or sinply to del egate
signature validation to a trusted central (conpany w de) service

The Validate Public Key Certificate service can be used when tinely
information regarding a certificate' s revocation status is required
(e.qg., high value funds transfer or the conpronise of a highly
sensitive key) or when evidence supporting non-repudiation is
required.

A data validation certificate nmay be used to sinplify the validation
of a signature beyond the expiry or subsequent revocation of the
signing certificate: a Data validation certificate used as an

aut henticated attribute in a signature includes an additiona
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assertion about the usability of a certificate that was used for
signing. In order to validate such a signature it may be sufficient
to only validate the data validation certificate

A DVCS may include additional key exchange certificates in a data
validation certificate to validate a key exchange certificate in
order to provide to an application a set of additional authorised
reci pients for which a session key should al so be encrypted. This
can be used for exanple to provide central managenent of a conpany

wi de recovery schene. Note, that the additional certificates may not
only depend on the requested certificate, but also on the requester’s
identity.

The Certification of Claimof Possession of Data service is al so
known as tine stanping.

The Certification of Possession of Data service can be used to assert
| egal deposit of documents, or to inplenent archival services as a
trusted third party service

The Data Validation and Certification Server Protocols can be used in
different service contexts. Exanples include conpany-w de
centralised services (verification of signatures, certification of
conpany certificates), services to cooperate in a nulti-organization
community, or general third party services for tinme stanping or data
ar chi val

An inportant application of DVCS is an enterprise environnment where
all security decisions are based on conpany w de rules. A conpany
wi de DVCS service can be used to delegate all technical decisions
(e.g., path validation, trust configuration) to a centrally managed
servi ce.

In all cases, the trust that PKI entities have in the Data Validation
and Certification Server is transferred to the contents of the Data
Validation Certificate (just as trust in a CAis transferred to the
public key certificates that it issues).

A DVCS service nmay be conbined with or use archiving and | oggi ng
systens, in order to serve as a strong building block in non-
repudi ati on services. In this sense it can be regarded as an
Evi dence Recording Authority [ISO NR].
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4. Functional Requirenents for DVCS
The DVCS MJST

1. provide a signed response in the formof a data validation
certificate to the requester, as defined by policy, or an error
response. The DVCS service definition and the policy define how
much i nformation that has been used by the DVCS to generate the
response will be included in a data validation certificate, e.g.
public key certificates, CRLs, and responses from other OCSP
servers, DVCS, or others.

2. indicate in the data validation certificate whether or not the
si gned docunent, the public key certificate(s), or the data were
val idated, and, if not, the reason why the verification failed.

3. include a strictly nonotonically increasing serial nunber in each
data validation certificate.

4. include a time of day value or a time stanp token into each data
val idation certificate.

5. sign each data certification token using a key that has been
certified with a dvcs signing extended key purpose, and include a
reference to this certificate as a signed attribute in the
si gnature.

6. check the validity of its own signing key and certificate before
delivering data validation certificates and MIJST not deliver data
validation certificate in case of failure.

A DVCS SHOULD i nclude within each data validation certificate a
policy identifier to determine the trust and validation policy used
for DVC s signature.

5. Data Certification Server Transactions

A DVCS transaction begins with a client preparing a Data Validation
and Certification Request. The request always contains data for
which validity, correctness or possession is to be certified.

The request MAY be encapsul ated using a security envel ope to provide
for authentication of both requester and server. Requester

aut henti cation can be achieved by several of the formats described in
CMB, in particular, signedData.
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The DVCS client chooses an appropriate transport nmechanismto convey
the requests to a DVCS. It nmay al so be necessary to choose a
transport mechani sm providing confidentiality and, in particular

all owi ng authentication of the DVCS by the requestor, e.g., TLS or
CM5 or S/M ME encryption.

If the request is valid, the DVCS perforns all necessary
verifications steps, and generates a Data Validation Certificate
(DVC), and sends a response nessage containing the DVC back to the
requestor.

The Data Validation Certificate is fornmed as a signed docunent (CNMB
Si gnedDat a) .

As with the request, it nay be necessary to choose a transport
mechani smthat provides for confidentiality to carry the DVC. DVCs
are not necessarily transported the sane way as requests, e.g., they
can be returned using e-mail after an online request received via
HTTPS.

If the request was invalid, the DVCS generates a response nessage
contai ning an appropriate error notification

Upon receiving the response, the requesting entity SHOULD verify its
validity, i.e., whether it contains an acceptable tine, the correct
nane for the DVCS, the correct request infornmation and nessage
imprint, a valid signature, and satisfactory status, service and
policy fields.

When verifying the validity of a DVC, it is up to the requestor’s
application to check whether a DVCS' s signing certificate is valid.
Dependi ng on the usage environnent, different nethods, online or out
of band, e.g., CRLs, DVCS, or OCSP, may have to be used.

After all checks have passed, the data validation certificate can be
used to authenticate the correctness or possession of the
correspondi ng dat a.

A DVCS may return nore than one DVC corresponding to one request. In
this case, all but one request have a global status of 'WAITING .

6. ldentification of the DVCS

In order to be able to inport elenents fromdvcs the foll owi ng object
identifier is used as a ASN. 1 nodul e identifier

i d- mod-dves OBJECT IDENTIFIER ::= {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) nmechani sns(5) pkix(7) id-nod(0) 15}
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The DVCS that use SignedData to provide authentication for DVCs MJST
sign all data certification nmessages with a key whose correspondi ng
certificate MJUST contain the extended key usage field extension as
defined in [ RFC2459] Section 4.2.1.14 with KeyPurposel D havi ng val ue
i d-kp-dvcs. This extension MJUST be nmarked as criti cal

The Data Validation Certificate MJUST contain an ESSCert|D
authenticated attribute for the certificate used by the DVCS for
si gni ng.

i d-kp-dvecs OBJECT IDENTIFIER ::= {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) kp(3) 10}

Consi stent KeyUsage bits:
di gital Si gnature, nonRepudi ation, keyCertSign, cRLSign

A DVCS' s certificate MAY contain an Authority Information Access
extensi on [ RFC2459] in order to convey the nethod of contacting the
DVCS. The accessMethod field in this extension MJST contain the QD
i d-ad-dvcs:

i d-ad-dvcs OBJECT IDENTIFIER ::= {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) ad(48) 4}

The val ue of the 'accessLocation’ field defines the transport (e.g.
an URI) used to access the DVCS

7. Common Data Types

There are several common data types that occur in the request and the
response data structures. These data types are either defined by
this docunent or inported fromother sources. This chapter defines
and describes these types and lists their usages.

7.1 Version:
The request and the response include an optional integer field
speci fying the version of the data structure. For both fields the

value is 1, or the field is not present at all in this version of the
pr ot ocol
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7.2 Digestlnfo:

This elenent is defined in [ RFC2315]. Since the status of that
docunent is informational, the definition is repeated here:

Di gestlnfo ::= SEQUENCE {
digestAlgorithm DigestAlgorithmdentifier
di gest Di gest }

Di gest ::= OCTET STRI NG

The fields of type Digestlnfo have the foll owi ng neanings:

- The field 'digestAlgorithm identifies the nessage-digest algorithm
(and any associ ated paraneters) under which data are digested.

- The field '"digest’ is the result of the message-digesting process.

A Digestinfo is used in tw places:

- as a data portion for the ccpd service, and

- in all a data validation certificates to hold a digest of the data
portion of the correspondi ng request or a copy of the data field
for a ccpd service

7.3. Time Val ues
Indicators of time can be present in requests and responses. |In the
nost sinple form the tinme is represented as GeneralizedTi ne where

fractions of seconds are all owed.

An alternate formis a tinmeStanpToken froma TSA, or as a DVC (or
sonme ot her token) from another third party service.

It is a matter of policy whether a DVCS tries to interpret or
validate a Tine Value in a request.

DVCSTinme ::= CHO CE {
genTi e Cener al i zedTi ne,
ti meSt anpToken Contentlnfo }

Future versions of the protocol MAY include additional tine fornats.

Ti me val ues generated by the DVCS are increasing but not necessarily
uni que, an order anong DVCs is defined by serial nunbers.
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7.4. PKlIStatuslnfo

This structure is defined in [RFC2510]. It is used as conponent of
the "chain” field of a TargetEtcChain structure, and as a gl obal
status indicator in the DVCSResponse structure. Every occurrence of
PKI Statuslnfo is generated by the responding DVCS to reflect the
result of some l|ocal verification.

7.5. TargetEtcChain

A TargetEt cChain structure contains certificates and other indicators
to describe either (in a request for a cpkc service) information to
be validated, or the result of the verifications. The structure nmay
al so contain informati on about policies and policy mappings.

The details about howto fill in and to interpret the structure are
defined later for each service.

The 'pathProclnput’ field contains infornmation about policies and
policy mapping to be used or used during a validation.

In a response, the ’'pkistatus’ and ‘certstatus’ choices can only
occur in the 'chain’ sequence. |If present, they contain the result
of a local verification of the i mediately precedi ng el enent, or of
the target value, if it is the first elenent in the 'chain’ sequence.
If no 'pkistatus' or ’'certstatus’ is present, the DVCS considers all
elements in the 'chain’ as trustworthy. Note, that there may be a
valid OCSP response or DVC indicating an invalid certificate.

Adans, et al.

Target Et cChai n ::= SEQUENCE {
t ar get Cert Et cToken,
chain SEQUENCE SI ZE (1..MAX) OF
Cert Et cToken OPTI ONAL,
pat hPr ocl nput [0] PathProclnput OPTI ONAL }
Pat hProcl nput ::= SEQUENCE {

accept abl ePol i cySet

i nhi bi t Pol i cyMappi ng
explicitPolicyReqd
Cert Et cToken ::= CHO CE {
certificate
esscertid
pki st at us

assertion
crl

Experi ment al

SEQUENCE SI ZE (1..MAX) OF
Pol i cyl nformati on,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE }

[0] IMPLICIT Certificate ,
[1] ESSCertld ,

[2] IMPLICIT PKI Statuslnfo ,
[3] Contentlnfo ,

[4] IMPLICIT Certificatelist,
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ocspcert status [5] IMPLICIT Cert Status,
oscpcertid [6] IMPLICIT Certld
oscpresponse [7] IMPLICIT OCSPResponse,
capabilities [8] SM MECapabilities,

ext ensi on Ext ensi on }

Certificate, Policylnformation and CertificateList are defined in

[ RFC2459]. ESSCertld is defined in [ RFC2634]. Certld, OCSPResponse
and CertStatus are defined in [ RFC2560]. PKlIStatusField is defined
in [ RFC2510] .

The choice ’'assertion’ can contain a data validation certificate, or
a tineStanp, or other assertions.

The choices 'assertion’, ’'ocspresponse’ and 'crl’ are provided by
services external to the responding DVCS. The choices ’'cert Status
and ' pkistatus’ reflect decisions nmade directly by the responding
DVCS

As a replacenment for certificates, certification identifiers
(ESSCertld, Certld) MAY be used in requests and responses, if this
is sufficient to performthe service, e.g., when the correspondi ng
certificates are provided el sewhere in a request or response (as part
of the SignedData type).

Certificate or certification identifiers of certification authorities
MAY occur in any order and MAY represent several certification
chai ns.

The choice 'capabilities’ can be used to indicate SM MECapabilities.
It applies to the certificate identified by the preceding elenment in
t he sequence.

7.6. DVCSRequest | nformation

A DVCSRequestInformation data structure contains general information
about the Data Validation and Certification Request. This structure
occurs in a request, and is also included in a correspondi ng Data
Validation Certificate.

DVCSRequest I nformati on ::= SEQUENCE ({
ver sion | NTEGER DEFAULT 1 ,
service Servi ceType
nonce | NTEGER OPTI ONAL,
request Ti me DVCSTi me OPTI ONAL,
requester [ 0] GCeneral Names OPTI ONAL,
request Pol i cy [1] Policylnformation OPTI ONAL,
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dvcs [ 2] General Names OPTI ONAL,
dat aLocati ons [ 3] General Names OPTI ONAL,
ext ensi ons [4] IMPLICIT Extensions OPTI ONAL

}

The ServiceType type enunerates the DVCS service type of a request.
See chapter 2 for the description of the services.

Servi ceType ::= ENUMERATED { cpd(1), vsd(2), cpkc(3), ccpd(4) }
7.7. General Nanme and Gener al Nanes

There are several occurrences of SEQUENCES of General Nane and
Gener al Names. These structures are inported from [ RFC2459].

8. Data Validation and Certification Requests

A Data Validation and Certification request is a Contentlnfo defined
in [ RFC2630] .

It may consist of a [RFC2630] content with a contenttype id-ct-
DVCSRequest Dat a signal li ng a DVCSRequest Dat a,

i d-ct-DVCSRequest Data OBJECT | DENTIFIER ::= {iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) ct(1l) 7}

These data are optionally encapsul ated by contenttypes that provide
for authentication and/or confidentiality.

Thi s docunent describes the usage of a SignedData construct of

[ RFC2630] where the contenttype indicated in the eContent Type of the
encapContentlInfo is id-ct-DVCSRequestData and t he eContent of the
encapContentInfo, carried as an octet string, contains a
DVCSRequest Dat a structure.

When using a SignedData structure, a Data Validation and
Certification Request MAY contain several Signerinfo structures, and
countersignature attributes depending on operational environnments.
When an end user client creates the request, there is one or zero
Signerinfo. A relaying DVCS MAY add an additional signature or a
countersignature attribute, or MAY use another encapsul ation from

[ RFC2630] that provides for authentication and/or confidentiality.

The content of a request consists of a description of the desired

service and additional paraneters, the data to be validated, and an
optional identifier of the request.
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DVCSRequest ::= SEQUENCE {
request | nformation DVCSRequest | nf or mati on,
dat a Dat a,
transactionldentifier Cener al Nanme OPTI ONAL
}
The ' DVCSRequest.request|nfornmation’ el enent contains genera
i nformati on about the request. It is filled in by the requester as
fol | ows:

- The '"version’ field is set to 1 or the field is absent in this
versi on of the protocol

The field '"service' contains the requested service.

- The 'nonce’ field MAY be used to provide additional protection
agai nst replay or content guessing attacks.

- The 'requestTinme' field MAY be used to indicate the tine for which
the requested service should be perfornmed. For a vsd and cpkc
service, it specifies the tinme for which the validity of a signed
docunment or certicates is to be asserted. For the other service,
the field is ignored by the DVCS. If the field is absent, the
current tine is assuned.

The val ue of the 'requester’ field indicates the requesting entity.

The interpretation and usage of this field MJST be defined by the
DVCS policy.

Some usage exanples are:

If the field is present, and the request is signed, a DVCS MAY
require that the field MUST match the identity (subjectNanme or
subj ect Al t Nane extension) of the corresponding signature
certificate.

A request MAY be signed by a DVCS when relaying it to another DVCS

When acting as a relay, a DVCS MAY add its own identity in the
request relayed to another service provider, and it MAY renove the
initial val ue.

- The 'requestPolicy’ field SHOULD indicate the policy under which
the validation is requested. This field MIST be checked by the
DVCS to verify agreement with its own policy. The absence of this
field indicates that any policy is acceptable.

Adans, et al. Experi ment al [ Page 14]



RFC 3029 DVCS Protocol s February 2001

The 'dvcs’ field MAY be used to indicate a list of DVCS which can
be contacted to provide (additional) information or to perform
addi ti onal operations necessary to produce the response.

It is up to the DVCS policy whether to honor this field or not, and
to define which choice of a general nanme is acceptable (e.g., an
URL or a DN).

The ' datalLocations’ field MAY be used to indicate where a copy of
the "data’ field of the request or supplenmentary information can be
obt ai ned. The DVCS does not use this field for its own operation
the exact interpretation of this field is defined by applications.

The "requestTine’ field MAY be used to indicate the tinme for which
the requested service should be performed. For a vsd and cpkc
service, it specifies the time for which the validity of a signed
docunent or certicates is to be asserted. For the other service,
the field is ignored by the DVCS. If the field is absent, the
current time is assuned. The DVCS service nay have a tine limt or
a deltatime limt regarding current tinme which are specified in
the I ocal policy of the DVCS service.

The ' extensions’ field MAY be used to include additiona
informati on. Extensions may be nmarked critical or not in order to
i ndi cate whether the DVCS is supposed to understand them This
docunent does not define extensions.

The DVCSRequest. data contai ns service-specific content, defined by
each particular service provided by the DVCS

Dependi ng on the requested service type, the field nmay contain a
signed docunent, a list of certificates, a nessage digest or
arbitrary data.

The followi ng type is used

Data ::= CHO CE {
nmessage OCTET STRI NG ,
nmessagel npri nt Di gest I nfo,
certs SEQUENCE SI ZE (1..MAX) OF
Tar get Et cChai n
}

The requester fills the 'data’ elenent as foll ows:

For a vsd service request, the requestor encapsul ates a CMV5
Si gnedDat a object in the value octets of the ’'nmessage’ choice.
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It is up to the requester to deci de whether and how to provide any
certificate that may be needed to verify the signature(s) in the
si gnedDat a object. A requester MAY add certificates to the
encapsul at ed signedData object or in the certificate list of the
request.

- For a cpkc service request the 'certs’ choice is used.

Each certificate to be verified MJST be included in a separate

i nstance of TargetEtcChain. The 'TargetEtcChain.chain’ field, if
present, indicates one or nore chains of trust that can be used to
validate the certificate. The DVCS MAY choose to sel ect a subset
of certificates as certification path, or to ignore this field.

The ' Tar get Et cChai n. pat hProcl nput’ field, if present, indicates the
acceptable policy set and initial settings for explicit-policy-

i ndi cator and inhibit-policy-mapping indicators to be used in X 509
public key certificate path validation (see [ RFC2459]).

Only the Certificate, ESSCertld, Certld or Extension choices of the
Target Et cChain can be used in the request.

The requester is responsible for providing sufficient information
to the DVCS to identify the corresponding certificates.

- For a ccpd service the 'nessagelnprint’ choice is used.

The hash algorithmindicated in the hashAl gorithmfield SHOULD be a
"strong" hash algorithm (that is, it SHOULD be one-way and
collision resistant). It is up to the Data Certification Server to
deci de whether or not the given hash algorithmis sufficiently
"strong" (based on the current state of know edge in cryptanal ysis
and the current state of the art in conputational resources, for
exanpl e) .

- For a cpd service the 'nmessage’ choice is used

The field contains requester-specific data with any type of
content. The DVCS does not inspect, nodify, or take any particul ar
action based on the particular content of the 'nessage’ field.

The field ' DVCSRequest.transactionldentifier’ MAY be used in order to
associ ate DVCS responses containing error nessages, to requests. For
exanple, in a nmail based environnent, the paranmeter could be a copy
of a nmessageid. Note, that the transactionldentifier is not
necessary for associating a request with a valid data validation
certificate.
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9. DVCS Responses

This chapters describes the data structures that are created by a
DVCS to indicate the results of validation and certification
requests.

A DVCS Response structure is generated by the DVCS as a result of
processing of the data validation and certification request.

A Data Validation response contains an [ RFC2630] Contentlnfo with a
type of id-ct-DVCSResponseData signalling a DVCSResponse structure.

i d-ct-DVCSResponseData OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 8 }

The data MAY be encapsul ated by constructs of [RFC2630] in order to
provi de aut hentication of the DVCS, and or integrity and
confidentiality of the request. This docunent specifies the usage of
a SignedData construct of [RFC2630].

The contenttype indicated in the eContent Type of the encapContentlnfo
is of type id-ct-DVCSResponseData, signalling a DVCSResponse as
eContent of the encapContentinfo (carried as an octet string). The
DVCS SHOULD use a key for which a corresponding certificate indicates
i n an ext endedKeyUsage the purpose of DVCS signing.

In a critical situation when a DVCS cannot produce a valid signature
(if the DVCS' s signing key is known to be conpromi sed, for exanple),
t he DVCSResponse, containing the error notification, MJST be
generated as a signedData with no signerinfo attached. Receiving
unsi gned DVCSResponse MJST be treated by the clients as a critica
and fatal error, and the content of the nessage shoul d not be
implicitly trusted.

A valid response can contain one of the foll ow ng:

1. A Data Validation Certificate (DVC), delivering the results of
data validation operations, perfornmed by the DVCS

2. An error notification. This may happen when a request fails due

to a parsing error, requester authentication failure, or anything
el se that prevented the DVCS from executing the request.
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The followi ng type is used:

DVCSResponse ::= CHO CE {
dvCertinfo DVCSCertinfo ,
dvErrorNote [0] DVCSErrorNotice }

9.1. Data Validation Certificate

A Data Validation Certificate is a signedData object containing a
DVCSResponse with a "dvCertlnfo’ choice.

DVCSCer t I nf 0: : = SEQUENCE {

versi on I nt eger DEFAULT 1

dvReql nfo DVCSRequest | nf or mati on,

nmessagel npri nt Di gest I nfo,

seri al Nurber I nt eger,

responseTi ne DVCSTi ne,

dvSt at us [0] PKIStatuslnfo OPTI ONAL,

policy [1] Policylnformation OPTI ONAL,

reqSi gnat ure [2] Signerlinfos OPTI ONAL,

certs [3] SEQUENCE SIZE (1..MAX) OF
Tar get Et cChai n OPTI ONAL,

ext ensi ons Ext ensi ons OPTI ONAL }

The DVCSCertlInfo structure is returned as a result of successfu
execution of data validation service. |t contains the results of the
data validation, a reference to the original request, and other
paraneters. Please note that ’'successful execution’ does not
necessarily nean that the validation itself was successful - a
DVCSCertInfo nmay contain both the 'valid and 'invalid results.

The DVCS creates a DVCSCertInfo as foll ows:

- The ’version’ field is never present in this version of the
pr ot ocol

The 'dvReqlnfo’ is essentially a copy of the ’'requestlnfornation
field of the corresponding request. The DVCS MAY nodify the fields
"dvcs’', 'requester’, ’'datalocations’, and 'nonce’ of the Reqglnfo
structure, e.g., if the request was processed by a chain of DVCS

if the request needs to indicate DVCS, or to indicate where to find
a copy of the data froma 'vpd request. The only nodification
allowed to a "nonce’ is the inclusion of a new field if it was not
present, or to concatenate other data to the end (right) of an

exi sting val ue.
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- The 'DVCSCert | nfo.messagelnprint’ field is conputed fromthe 'data
field of the correspondi ng request as follows:

For the 'certs’ choice (the 'vpkc' service), the digest is computed
over the DER encoded data value. For a ’'nessage’ choice (the ’vsd
and the 'vpd' services) the digest is conputed over the val ue
octets (not including tag and | ength octets) of the OCTET STRI NG

It is up to the DVCS to choose an appropriate digest algorithm

For a ’'messagelnprint’ choice (the 'vcpd service), the
"messagel nprint’ of the DVCSRequest is copied as is.

- The 'DVCSCert I nfo.serial Nunber’ field contains a unique identifier
of the request.

- The field 'responseTinme’ indicates a tinme value associated with the
response. The value MAY be a locally generated one, or a signed
Ti nreSt anpToken (TST) or DVC obtained froman external service.
Bef ore using a val ue obtained froman external service, the DVCS
must validate it according the rules of the external service

- The field 'DVCSCertlnfo.dvStatus' reflects a collective result of
the val i dation.

If the field is nmssing, it is an equival ent of the SUCCESS
st at us.

For a vkpc, if the status field is present and set to SUCCESS, it
indicates that all certificates were successfully validated. |If it
is present and set to FAILED, it indicates that all or sone of the
certificates failed validation, and the specific status of the
"certs’ should be investigated, at |east one of the elenents of the
"certs’ TargetEtcChain structures MJST have a failure status

If the field "dvStatus’ does not indicate success ('granted or
"granted with nods’) the elenent 'faillnfo' MAY indicate the reason
for the failure. Note that the field 'certs’ MAY contain
additional information about verification failures.

A failure of the verification of one of the signatures does not
necessarily result in failing to validate a signed docunment. For
exanpl e, as long as a sufficient nunber of signature was
successfully verified, a DVC with status ’'grantedWthMds' nay be
produced. A DVC with status 'granted’ MJST only be produced if al
signatures verified successfully.
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The field MJUST be present, and the status nust be set to WAI TI NG
if no final response can be inmmedi ately available. It is assuned
that the DVCS provides an additional final status some tine |ater
The details of the necessary procedures are part of the DVCS

policy.

In case of failure, the requester can further investigate the cause
of the failure, by looking into the TargetEtcChain fields.

"Cert Et ct oken. pkistatus’ fields will indicate which iten(s) has
failed or succeeded the validation and for what reason.

- The 'DVCSCertlInfo.policy field indicates the policy under which
t he DVCS oper at es.

- If present, 'DVCSCertlnfo.reqSignature’ MJST be the sane val ue as
the signerinfos field of the corresponding request. It is a policy
deci sion whether to include this field.

- The 'DVCSCertlnfo.certs’ field contains the results of the
verifications made by the DVCS. For the cpkc service, each el enent
contains a copy of a corresponding field of the request with the
sel ected subset in the target AndChain subfield and the results of
the verifications, and additional certificates or certificate
references, e.g., fromcertification authorities or as described in
appendi x C. 3. For a vsd service, each elenent contains the result
of the validation of one signature of the signed docunent to be
val i dat ed.

In case of a global status of WAITING the DVCS MAY choose to
return an individual status of waiting in sone of the 'certs
field, or not to return such a TargetEtcChain at all

The ' acceptabl ePolicySet’ sequence indicates the policies and
mappi ngs that were processed during X 509 public key certificate
path validation. PolicyMappingsSyntax is defined in [ RFC2459].

- The "extensions’ field MAY be used to return additional information
to the client. Extensions MAY be marked critical or not in order
to indicate whether the client MJST understand them This docunent
does not define extensions.
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9.2. DVCS Error Notification

A DVCS Error Notification is a CM5 signedData object containing a
DVCSResponse with a " dvErrorNote’ choice.

DVCSError Notice ::= SEQUENCE ({
transacti onSt at us PKI St at usl nfo
transactionldentifier Gener al Name OPTI ONAL }

The PKI Statusinfo is defined in [ RFC2511]. For the purposes of
communi cating the DVCSErrorNotice, the follow ng subset of
PKI Fai | urel nfo val ues i s used:

PKI Fai lurelnfo ::= BITSTRING {
badRequest (2),
-- transaction not permtted or supported
badTi nme (3),

-- messageTi ne was not sufficiently close to the systemtine,
-- as defined by local policy

badDat aFor nmat (5),

-- the data submtted has the wong fornat

wr ongAut hority (6),

-- the DVCS indicated in the request is different fromthe
-- one creating the response token

i ncorrectData (7)

--the requester’s data (i.e., signature) is incorrect )

In the DVCSErrorNotice, the PKIStatus field of the PKI Statuslnfo nust
be set to REJECTED.

The 'statusString’ field of PKIStatuslinfo can be used to acconmodat e
extra text, such as a reason for the failure, for exanple "I have
gone out of service". The DVCS initializes the

" DVCSError Notice.transactionldentifier’ with a copy of the

" DVCSRequest . transactionldentifier’ field of the correspondi ng
request.

In certain circunstances, a DVCS may not be able to produce a valid
response to a request (for exanple, if it is unable to conpute
signatures for a period of tine). |In these situations the DVCS MAY
create a response with an DVCSErrorNotice but no signature.

DVCS clients SHOULD NOT trust unsigned responses. A DVCS client MAY

trust unsigned responses, if the conmunication channel provides for
server authentication (e.g., by services defined by TLS [ RFC2246]).
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10. Transports

There is no mandatory transport nechanismin this docunment. All
mechani sms are optional. Two exanples of transport protocols are
gi ven which all ow online exchange of request and a response, and
asynchronous conmuni cati on between a client and a DVCS

A DVCS MAY use a conbination of protocols, for exanple in order to
return additional DVCs.

10.1 DVCS Protocol via HTTP or HTTPS

Thi s subsection specifies a neans for conveyi ng ASN. 1- encoded
nmessages for the DVCS protocol exchanges via the HyperText Transfer
Pr ot ocol

The DER encoded DVCS requests and responses are encapsul ated using a
sinmple M ME object with Content-Type application/dvcs (and with the
default binary encoding).

This M ME obj ect can be sent and received using conmmon HTTP or HTTPS
processi ng engi nes over WAW | i nks and provides a sinple client-server
transport for DVCS nessages.

10. 2 DVCS Protocol Using Enmil

This section specifies a nmeans for conveying ASN. 1-encoded nessages
for the protocol exchanges described in Section 8 via Internet mail.

The DER encoded DVCS requests and responses are encapsul ated using a
simple M ME object with Content-Type application/dvcs with an
appropriate Content-Transfer-Encodi ng.

This M ME obj ect can be sent and received using M ME processing
engi nes and provides a sinple Internet nmail transport for DVCS
nessages.

In order to be able to associate a possible error response with a
request, the requester SHOULD use the field ’'transactionldentifier’
The requester SHOULD not make any assunption about the usage of
message header fields by the responding service, in particular the
usage of fields |like Subject, Message-ID or References.
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11. Security Considerations
This entire chapter discusses security considerations.

When designing a data validation and certification service, the
foll owi ng consi derations have been identified that have an inpact
upon the validity or "trust" in the data validation certificate.

It is inmperative that keys used to sign DVCs are guarded wi th proper
security and controls in order to mininize the possibility of
conmprom se. Nevertheless, in case the private key does becone
conpromi sed, an audit trail of all the DVC generated by the DVCS
SHOULD be kept as a neans to hel p discrimnate between genuine and
fal se DVCs. A DVCS MAY provide for a vsd service to validate DVCs
created by this DVCS or another one solely based on the audit trail

When confidentiality and server authentication is required, requests
and responses MAY be protected using appropriate nechanisns (e.g.
CMB encapsul ation [RFC 2630] or TLS [ RFC2246]).

Server authentication is highly recommended for the vsd and cpd
service.

Cient identification and authentication MAY use services defined by
TLS [ RFC2246]) instead of, or in addition to, using a CV5 fornat
provi di ng authenticati on.

12. Patent | nfornmation

The following United States Patents related to data validation and
certification services, listed in chronol ogical order, are known by
the authors to exist at this tinme. This nay not be an exhaustive
list. Oher patents may exi st or be issued at any tine.

| mpl enenters of the DVCS protocol and applications using the protoco
SHOULD performtheir own patent search and determ ne whet her or not
any encunberences exist on their inplenentation

# 4,309, 569 Met hod of Providing Digital Signatures

(i ssued) January 5, 1982

(inventor) Ralph C. Merkle

(assignee) The Board of Trustees of the Leland S