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1. Introduction

Thi s docunent defines security features for the Bundl e Protoco
[ DTNBP] intended for use in delay-tolerant networks, in order to
provi de Del ay- Tol erant Networking (DTN) security services.

The Bundl e Protocol is used in DINs that overlay nultiple networks,
some of which may be challenged by limtations such as intermttent
and possibly unpredictable |oss of connectivity, |ong or variable

del ay, asymmetric data rates, and high error rates. The purpose of
the Bundl e Protocol is to support interoperability across such
stressed networks. The Bundle Protocol is layered on top of

under | ay- net wor k- speci fi c convergence | ayers, on top of networKk-
specific lower layers, to enable an application in one network to
communi cate with an application in another network, both of which are
spanned by the DTN

Security will be inportant for the Bundle Protocol. The stressed
envi ronnent of the underlying networks over which the Bundl e Protoco
will operate makes it inportant for the DIN to be protected from
unaut hori zed use, and this stressed environment poses uni que
chal | enges for the nechani sns needed to secure the Bundl e Protocol
Furt hermore, DINs may very likely be deployed in environnments where a
portion of the network night becone conproni sed, posing the usua
security challenges related to confidentiality, integrity, and

avail ability.

Different security processing applies to the payl oad and extension
bl ocks that may acconpany it in a bundle, and different rules apply
to various extension blocks.

Thi s docunent describes both the base Bundl e Security Protocol (BSP)
and a set of mandatory ciphersuites. A ciphersuite is a specific
col l ection of various cryptographic algorithnms and inplenentation
rules that are used together to provide certain security services.

The Bundl e Security Protocol applies, by definition, only to those
nodes that inplenent it, known as "security-aware" nodes. There MAY
be other nodes in the DIN that do not inplenent BSP. Al nodes can
interoperate with the exception that BSP security operations can only
happen at security-aware nodes.

1.1. Related Docunents

This docunent is best read and understood within the context of the
foll owi ng other DTN docunents:
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1

2.

"Del ay- Tol erant Networking Architecture" [DTNarch] defines the
architecture for delay-tol erant networks, but does not discuss
security at any |ength.

The DTN Bundl e Protocol [DTNBP] defines the format and processing
of the bl ocks used to inplenent the Bundl e Protocol, excluding the
security-specific blocks defined here.

Ter i nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

We introduce the follow ng term nol ogy for purposes of clarity:
source - the bundle node fromwhich a bundle originates

destination - the bundle node to which a bundle is ultimately
desti ned

forwarder - the bundl e node that forwarded the bundle on its npst
recent hop

i nternedi ate receiver or "next hop" - the neighboring bundl e node
to which a forwarder forwards a bundle.

path - the ordered sequence of nodes through which a bundl e passes
on its way fromsource to destination

In the figure below, which is adapted fromfigure 1 in the Bundle
Prot ocol Specification [DTNBP], four bundl e nodes (denoted BN1l, BN2,
BN3, and BN4) reside above sone transport layer(s). Three distinct
transport and network protocols (denoted T1/N1, T2/N2, and T3/ N3) are
al so shown.
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S RS V- | +- >S>S>S>S>S>S>>>>V- + +- >S>S>S>S>S>S>>>>V- + D A R +
| BN1L v | ~ BN2 v | A BN3 v | | ~ BN
Fomm e e - V- + N a - V- + R V- + S A TR +
| T1 v + N TUT2 v | + N T2/T3 v | | ~ T3 |
Fomm e e o V- + NI A PR V- + NI A PR vV + NI A PR +
| N1 v | ~ NI/N2 v | | ~ N2/N3 v | | ~ N3
[ TS V- + B ) S v + B ) S V- + B ) S +
| SS>S>S>>S>>N SS>S>S>S>S>S>>5>5N SS>S>S>>S>>N |
R + TR + B + R +
| | |
|<-- An Internet --->| | <--- An Internet --->
| | | |
BN = "Bundl e Node" as defined in the Bundl e Protocol Specification

Figure 1: Bundle Nodes Sit at the Application Layer
of the Internet Mode

Bundl e node BNl originates a bundle that it forwards to BN2. BN2
forwards the bundle to BN3, and BN3 forwards the bundle to BNA. BN1
is the source of the bundle and BN4 is the destination of the bundle.
BN1L is the first forwarder, and BN2 is the first internedi ate
receiver; BN2 then becones the forwarder, and BN3 the internediate
receiver; BN3 then becones the |ast forwarder, and BN4 t he | ast
internedi ate receiver, as well as the destination

If node BN2 originates a bundle (for exanple, a bundle status report
or a custodial signal), which is then forwarded on to BN3, and then
to BN4, then BN2 is the source of the bundle (as well as being the
first forwarder of the bundle) and BN4 is the destination of the
bundle (as well as being the final internediate receiver).

W introduce the follow ng security-specific DIN terni nol ogy:

security-source - a bundle node that adds a security block to a
bundl e

security-destination - a bundle node that processes a security
bl ock of a bundl e

security path - the ordered sequence of security-aware nodes
t hrough which a bundl e passes on its way fromthe security-source
to the security-destination
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Referring to Figure 1 again:

If the bundle that originates at BN1 is given a security bl ock by
BN1, then BNl is the security-source of this bundle with respect to
that security block, as well as being the source of the bundle.

If the bundle that originates at BN1 is given a security bl ock by
BN2, then BN2 is the security-source of this bundle with respect to
that security block, even though BNl is the source.

If the bundle that originates at BN1 is given a security block by BNl
that is intended to be processed by BN3, then BNl is the security-
source and BN3 is the security-destination with respect to this
security block. The security path for this block is BN1 to BNS3.

A bundl e MAY have multiple security blocks. The security-source of a
bundle, with respect to a given security block in the bundle, MAY be
the sane as or different fromthe security-source of the bundle wth
respect to a different security block in the bundle. Simlarly, the
security-destination of a bundle, with respect to each of that
bundl e’ s security bl ocks, MAY be the sanme or different. Therefore,
the security paths for various bl ocks MAY be, and often will be
different.

If the bundle that originates at BN1 is given a security block by BNL
that is intended to be processed by BN3, and BN2 adds a security

bl ock with security-destination BN4, the security paths for the two
bl ocks overlap but not conpletely. This problemis discussed further
in Section 3.3.

As required in [DINBP], forwarding nodes MJST transnit blocks in a
bundle in the sane order in which they were received. This

requi renent applies to all DTN nodes, not just ones that inplenent
security processing. Blocks in a bundle MAY be added or del eted
according to the applicable specification, but those blocks that are
both received and transnmitted MJUST be transmitted in the same order
that they were received.

If a node is not security-aware, then it forwards the security bl ocks
in the bundl e unchanged unl ess the bundl e’s bl ock processing flags
specify otherwise. |If a network has sonme nodes that are not
security-aware, then the bl ock processing flags SHOULD be set such
that security blocks are not discarded at those nodes sol el y because
t hey cannot be processed there. Except for this, the non-security-
aware nodes are transparent relay points and are invisible as far as
security processing is concerned.
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The bl ock sequence al so indicates the order in which certain
significant actions have affected the bundle, and therefore the
sequence in which actions MJST occur in order to produce the bundle
at its destination

2. Security Bl ocks

There are four types of security blocks that MAY be included in a
bundl e. These are the Bundl e Authentication Block (BAB), the Payl oad
Integrity Block (PIB), the Payload Confidentiality Block (PCB), and
the Extension Security Bl ock (ESB)

The BAB is used to ensure the authenticity and integrity of the
bundl e al ong a single hop fromforwarder to internediate receiver
Since security blocks are only processed at security-aware nodes,
a "single hop" froma security-aware forwarder to the next
security-aware internmedi ate receiver mght be nore than one actua
hop. This situation is discussed further in Section 2.2.

The PIB is used to ensure the authenticity and integrity of the
payl oad fromthe PIB security-source, which creates the PIB, to
the PIB security-destination, which verifies the PIB

aut henticator. The authentication information in the PIB MAY (if
the ciphersuite allows) be verified by any node in between the PIB
security-source and the PIB security-destination that has access
to the cryptographi c keys and revocation status infornation
required to do so.

Since a BAB protects a bundl e on a "hop-by-hop" basis and ot her
security bl ocks MAY be protecting over several hops or end-to-end
whenever both are present, the BAB MUST formthe "outer" |ayer of
protection -- that is, the BAB MIST al ways be cal cul ated and added
to the bundle after all other security blocks have been cal cul at ed
and added to the bundle.

The PCB indicates that the payl oad has been encrypted, in whole or
in part, at the PCB security-source in order to protect the bundle
content while in transit to the PCB security-destination

PIB and PCB protect the payl oad and are regarded as "payl oad-

rel ated"” for purposes of the security discussion in this docunent.
O her bl ocks are regarded as "non-payl oad" bl ocks. O course, the
primary block is unique and has separate rules.

The ESB provides security for non-payl oad bl ocks in a bundle.

Therefore, ESB is not applied to PIBs or PCBs and, of course, is
not appropriate for either the payl oad bl ock or primary bl ock
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Each of the security bl ocks uses the Canonical Bundl e Block Format as
defined in the Bundl e Protocol Specification. That is, each security
bl ock is conprised of the follow ng el enents:
o Block-type code
o Block processing control flags
o0 Block EID-reference Iist (OPTIONAL)
o Block data |l ength
o Block-type-specific data fields
Since the four security blocks have nost fields in comobn, we can
shorten the description of the Bl ock-type-specific data fields of
each security block if we first define an abstract security bl ock
(ASB) and then specify each of the real blocks in terns of the fields
that are present/absent in an ASB. Note that no bundl e ever contains
an actual ASB, which is sinply a specification artifact.

2.1. Abstract Security Block

Many of the fields below use the "SDNV' type defined in [ DTNBP].
SDNV stands for Self-Delimting Nuneric Val ue.

An ASB consists of the followi ng nandatory and optional fields:

o Block-type code (one byte) - as in all bundle protocol bl ocks
except the primary bundl e block. The bl ock-type codes for the
security bl ocks are:

Bundl eAut henti cati onBl ock - BAB: 0x02
Payl oadl ntegrityBl ock - PIB: 0x03

Payl oadConfi dentialityBlock - PCB: 0x04
Ext ensi onSecurityBl ock - ESB: 0x09

o Block processing control flags (SDNV) - defined as in all bundle
protocol blocks except the primary bundle block (as described in
the Bundl e Protocol Specification [DTNBP]). SDNV encoding is
described in the Bundle Protocol. There are no genera

constraints on the use of the block processing control flags, and
some specific requirenments are discussed |l ater.
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(o]

(o]

ElD-references - conposite field defined in [ DTNBP] containing
references to one or two endpoint identifiers (EIDs). Presence of
the EID-reference field is indicated by the setting of the "Bl ock
contains an ElID-reference field" (EID REF) bit of the bl ock
processing control flags. |If one or nore references are present,
flags in the ciphersuite ID field, described bel ow, specify which

If no EID fields are present, then the conposite field itself MJST
be omitted entirely and the EID REF bit MJST be unset. A count
field of zero is not permitted.

The possible EIDs are:

*  (OPTIONAL) Security-source - specifies the security-source for

the block. If this is omitted, then the source of the bundle
is assuned to be the security-source unless otherw se
i ndi cat ed.

*  (OPTIONAL) Security-destination - specifies the security-
destination for the block. If this is omtted, then the
destination of the bundle is assuned to be the security-
destination unl ess otherw se indicated.

If two EIDs are present, security-source is first and security-
destinati on cones second.

Bl ock data length (SDNV) - as in all bundle protocol blocks except
the primary bundl e bl ock. SDNV encoding is described in the
Bundl e Protocol.

Bl ock-type-specific data fields as follows:
* Ciphersuite | D (SDNV)
* (G phersuite flags (SDNV)

* (OPTIONAL) Correlator - when nore than one related block is
inserted, then this field MUST have the sanme value in each
rel ated block instance. This is encoded as an SDNV. See the
note in Section 3.8 with regard to correlator values in bundle
fragments.

*  (OPTIONAL) Ciphersuite-paranmeters - conpound field of the next
two itemns

+ Ciphersuite-paraneters length - specifies the length of the
followi ng C phersuite-paraneters data field and is encoded
as an SDNV.
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+ Ciphersuite-paraneters data - paraneters to be used with the
ciphersuite in use, e.g., a key identifier or initialization
vector (IV). See Section 2.6 for a list of potenti al
paraneters and their encoding rules. The particular set of
paraneters that is included in this field is defined as part
of the ciphersuite specification

*  (OPTIONAL) Security-result - conpound field of the next two
itens

+ Security-result length - contains the I ength of the next
field and is encoded as an SDNV.

+ Security-result data - contains the results of the
appropriate ciphersuite-specific calculation (e.g., a
si gnature, Message Authentication Code (MAC), or ciphertext
bl ock key).

Al t hough the diagramhints at a 32-bit layout, this is purely for the
pur pose of exposition. Except for the "type" field, all fields are
variable in | ength.

S S S S +
| type | flags (SDNV) | EIDref list(conp) |
e . e e +
| length (SDNV) | ciphersuite (S |
T T T . T +
| ciphersuite flags (SDNV) | correlator (SDNV) |
S S S S +
| paranms | en( SDNV) | ciphersuite parans data

S e e e +
|[res-len (SDNV) | security-result data

S S T T +

Figure 2: Abstract Security Block Structure

Some ciphersuites are specified in Section 4, which also specifies
the rules that MJST be satisfied by ciphersuite specifications.

Addi tional ciphersuites MAY be defined in separate specifications.

Ci phersuite I Ds not specified are reserved. |Inplenentations of the
Bundl e Security Protocol decide which ciphersuites to support,

subject to the requirenents of Section 4. It is RECOMVENDED t hat

i mpl enentations that allow additional ciphersuites permt ciphersuite
I D values at least up to and including 127, and they MAY decline to
all ow | arger |D val ues.
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The structure of the ciphersuite flags field is shown in Figure 3.

In each case, the presence of an optional field is indicated by
setting the value of the corresponding flag to one. A value of zero
i ndi cates the corresponding optional field is mssing. Presently,
there are five flags defined for the field; for convenience, these
are shown as they would be extracted froma single-byte SDNV. Future
additions may cause the field to growto the left so, as with the
flags fields defined in [DTNBP], the description bel ow nunbers the
bit positions fromthe right rather than the standard RFC definition
whi ch nunbers bits fromthe left.

src - bit 4 indicates whether the EID-reference field of the ASB
contains the optional reference to the security-source.

dest - bit 3 indicates whether the EID-reference field of the ASB
contains the optional reference to the security-destination

parm- bit 2 indicates whether or not the ciphersuite-paraneters
| ength and ci phersuite-paraneters data fields are present.

corr - bit 1 indicates whether or not the ASB contains an optiona
correlator.

res - bit 0 indicates whether or not the ASB contains the
security-result length and security-result data fields.

bits 5-6 are reserved for future use.

6 5 4 3 2 1 0
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| reserved | src |dest |parm]|corr |res
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +

Figure 3: G phersuite Fl ags

Alittle bit nore terminology: if the block is a PIB, when we refer
to the PIB-source, we nean the security-source for the PIB as
represented by the EID-reference in the EID-reference field.
Simlarly, we may refer to the "PCB-dest", neaning the security-
destination of the PCB, again as represented by an EID reference.
For exanple, referring to Figure 1 again, if the bundl e that
originates at BNl is given a Payload Confidentiality Bl ock (PCB) by
BN1 that is protected using a key held by BN3, and it is given a
Payl oad Integrity Block (PIB) by BN1, then BNl is both the PCB-source
and the PIB-source of the bundle, and BN3 is the PCB-destination of
t he bundl e.
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The correlator field is used to associate several related instances
of a security block. This can be used to place a BAB that contains
the ciphersuite information at the "front" of a (probably |arge)
bundl e, and another correlated BAB that contains the security-result
at the "end" of the bundle. This allows even very nenory-constrained
nodes to be able to process the bundle and verify the BAB. There are
simlar use cases for nultiple related instances of PIB and PCB as
will be seen bel ow

The ci phersuite specification MIJST make it clear whether or not

mul tiple block instances are allowed, and if so, under what
conditions. Sone ciphersuites can, of course, leave flexibility to
the inplenentation, whereas others night nmandate a fixed nunber of

i nst ances.

For conveni ence, we use the term"first block"” to refer to the
initial block in a group of correlated bl ocks or to the single block
if there are no others in the set. Gbviously, there can be severa
unrel ated groups in a bundle, each containing only one block or nore
t han one, and each having its own "first bl ock".

2. 2. Bundl e Aut henticati on Bl ock

In this section, we describe typical BAB field values for two
scenarios -- where a single instance of the BAB contains all the

i nformati on and where two related instances are used, one "up front",
whi ch contains the ciphersuite, and another follow ng the payl oad,
whi ch contains the security-result (e.g., a MACQ).

For the case where a single BAB is used:
The bl ock-type code field value MUST be 0x02.
The bl ock processing control flags value can be set to whatever
val ues are required by local policy. G phersuite designers should
carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this block cannot
be processed.

The ciphersuite I D MUST be docunmented as a hop- by-hop
aut henti cati on-ci phersuite that requires one instance of the BAB

The correlator field MIUST NOT be present.

The ci phersuite-paraneters field MAY be present, if so specified
in the ciphersuite specification
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An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6 or another block such as the Previous-Hop
Insertion Block [PHIB]. The security-source night also be
inferred fromsome inplenmentation-specific nmeans such as the
convergence | ayer.

An ElID-reference to the security-destinati on MAY be present and is
useful to ensure that the bundl e has been forwarded to the correct
next - hop node.

The security-result MJST be present as it is effectively the
"output" fromthe ciphersuite calculation (e.g., the MAC or
signature) applied to the (relevant parts of the) bundle (as
specified in the ciphersuite definition).

For the case using two related BAB instances, the first instance is
as defined above, except the ciphersuite I D MJST be docunented as a
hop- by- hop aut hentication ciphersuite that requires two instances of
the BAB. |In addition, the correlator MJST be present and the
security-result length and security-result fields MJST be absent.
The second instance of the BAB MJUST have the sane correl ator val ue
present and MJST contain security-result length and security-result
data fields. The other optional fields MJUST NOT be present.
Typically, this second instance of a BAB will be the | ast bl ock of

t he bundl e.

The details of key transport for BAB are specified by the particul ar
ci phersuite. In the absence of conflicting requirenents, the
foll owi ng shoul d be noted by inpl enentors:

o the key-information itemin Section 2.6 is OPTIONAL, and if not
provi ded, then the key SHOULD be inferred fromthe source-
destination tuple, being the previous key used, a key created from
a key-derivation function, or a pre-shared key.

o if all the nodes are security-aware, the capabilities of the
under |l yi ng convergence |ayer night be useful for identifying the
security-source

o0 dependi ng upon the key mechani sm used, bundl es can be signed by
the sender, or authenticated for one or nore recipients, or both.
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2.3. Payload Integrity Block
A PIBis an ASBwith the follow ng additional restrictions:
The bl ock-type code val ue MJST be 0x03.

The bl ock processing control flags value can be set to whatever

val ues are required by local policy. C phersuite designers should
carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this block cannot
be processed.

The ciphersuite I D MUST be docunented as an end-to-end
aut henti cation-ci phersuite or as an end-to-end error-detection-
ci phersuite.

The correlator MIST be present if the ciphersuite requires that
nore than one related instance of a PIB be present in the bundle.
The correlator MJUST NOT be present if the ciphersuite only

requi res one instance of the PIB in the bundle.

The ci phersuite-paranmeters field MAY be present.

An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6.

An ElD-reference to the security-destinati on MAY be present.

The security-result is effectively the "output"” fromthe

ci phersuite calculation (e.g., the MAC or signature) applied to
the (relevant parts of the) bundle. As in the case of the BAB
this field MUST be present if the correlator is absent. |If nore
than one related instance of the PIBis required, then this is
handl ed in the sane way as described for the BAB above.

The ci phersuite MAY process |less than the entire original bundle
payl oad. This nmight be because it is defined to process sone
subset of the bundle, or perhaps because the current payload is a
fragment of an original bundle. For whatever reason, if the

ci phersuite processes |ess than the conplete, original bundle
payl oad, the ciphersuite-paraneters of this block MJST specify
whi ch bytes of the bundl e payl oad are protected.
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For some ciphersuites, (e.g., those using asynmetric keying to
produce signatures or those using symmetric keying with a group key),
the security information can be checked at any hop on the way to the
security-destination that has access to the required keying
information. This possibility is further discussed in Section 3.6.

The use of a generally available key is RECOWENDED if custodi al
transfer is enployed and all nodes SHOULD verify the bundle before
accepting custody.

Most asynmmetric PIB ciphersuites will use the PIB-source to indicate
who the signer is and will not require the PIB-dest field because the
key needed to verify the PIB authenticator will be a public key
associ ated with the Pl B-source.

2.4. Payload Confidentiality Bl ock

A typical confidentiality ciphersuite will encrypt the payl oad using
a randomy generated bundle encrypting key (BEK) and will use a key-
information itemin the PCB security-paraneters to carry the BEK
encrypted with some |ong-term key encryption key (KEK) or well-known
public key. |If neither the destination nor security-destination
resol ves the key to use for decryption, the key-information itemin
the ciphersuite-paraneters field can al so be used to indicate the
decryption key with which the BEK can be recovered. |f the bundle
al ready contains PIBs and/or PCBs, these SHOULD al so be encrypted
using this same BEK, as described just below for "super-encryption”
The encrypted block is encapsulated into a new PCB that replaces the
original block at the sane place in the bundle.

It is strongly RECOMMENDED that a data integrity mechani smbe used in
conjunction with confidentiality, and that encryption-only

ci phersuites NOT be used. AES-Gl oi s/ Counter Mde (AES-GCM
satisfies this requirenent. The "authentication tag" or "integrity
check value" is stored into the security-result rather than being
appended to the payload as is comobn in sone protocols since, as
described below, it is inmportant that there be no change in the size
of the payl oad.

The payload is encrypted "in-place", that is, follow ng encryption
t he payl oad bl ock payl oad field contains ciphertext, not plaintext.
The payl oad bl ock processing control flags are unnodifi ed.

The "in-place" encryption of payload bytes is to all ow bundl e payl oad
fragmentation and reassenbly, and custody transfer, to operate

wi t hout know edge of whether or not encryption has occurred and, if
so, how many tines.
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Fragnent ati on, reassenbly, and custody transfer are adversely

af fected by a change in size of the payl oad due to ambiguity about
what byte range of the original payload is actually in any particul ar
fragment. Ci phersuites SHOULD pl ace any payl oad expansi on, such as
aut hentication tags (integrity check val ues) and any paddi ng
generated by a bl ock-node cipher, into an integrity check value item
in the security-result field (see Section 2.6) of the confidentiality
bl ock.

Payl oad super-encryption is allowed, that is, encrypting a payl oad
that has al ready been encrypted, perhaps nore than once.

Ci phersuites SHOULD define super-encryption such that, as well as re-
encrypting the payload, it also protects the paranmeters of earlier
encryption. Failure to do so nay represent a vulnerability in some
ci rcunst ances

Confidentiality is normally applied to the payl oad, and possibly to
additional blocks. It is RECOVWENDED to apply a Payl oad
Confidentiality ciphersuite to non-payload bl ocks only if these
SHOULD be super-encrypted with the payload. |If super-encryption of
the block is not desired, then protection of the block SHOULD be done
usi ng the Extension Security Bl ock mechani smrather than PCB

Multiple related PCB instances are required if both the payl oad and
PIBs and PCBs in the bundle are to be encrypted. These nultiple PCB
i nstances require correlators to associate themw th each other since
the key-information is provided only in the first PCB

There are situations where nore than one PCB instance is required but
the instances are not "related" in the sense that requires
correlators. One exanple is where a payload is encrypted for nore
than one security-destination so as to be robust in the face of
routing uncertainties. |In this scenario, the payload is encrypted
using a BEK. Several PCBs contain the BEK encrypted using different
KEKs, one for each destination. These nultiple PCB instances are not
"related" and SHOULD NOT contain correl ators.

The ciphersuite MAY apply different rules to confidentiality for non-
payl oad bl ocks.

A PCBis an ASB with the follow ng additional restrictions:
The bl ock-type code val ue MJST be 0x04.
The bl ock processing control flags value can be set to whatever
val ues are required by local policy, except that a PCB "first

bl ock™ MUST have the "replicate in every fragnent” flag set. This
flag SHOULD NOT be set otherw se. Ciphersuite designers should
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carefully consider the effect of setting flags that either discard
the block or delete the bundle in the event that this bl ock cannot
be processed.

The ciphersuite I D MIUST be docunented as a confidentiality
ci phersuite.

The correlator MJUST be present if there is nore than one related
PCB instance. The correlator MJUST NOT be present if there are no
rel ated PCB instances.

If a correlator is present, the key-information MJST be placed in
the PCB "first block".

Any additional bytes generated as a result of encryption and/or
aut henti cati on processing of the payl oad SHOULD be placed in an
"integrity check value" field (see Section 2.6) in the security-
result of the first PCB

The ci phersuite-paranmeters field MAY be present.

An ElID-reference to the security-source MAY be present. The
security-source can also be specified as part of key-information
described in Section 2.6.

An ElID-reference to the security-destinati on MAY be present.

The security-result MAY be present and normally contains fields
such as an encrypted bundl e encryption key, authentication tag, or
the encrypted versions of bundle bl ocks other than the payl oad

bl ock.

The ci phersuite MAY process less than the entire original bundle

payl oad, either because the current payload is a fragnment of the
original bundle or just because it is defined to process sone subset.
For whatever reason, if the ciphersuite processes less than the

conpl ete, original bundl e payload, the "first" PCB MJST specify, as
part of the ciphersuite-paraneters, which bytes of the bundl e payl oad
are protected.

PCB ci phersuites MJST specify which blocks are to be encrypted. The
specification MAY be flexible and be dependent upon bl ock type
security policy, various data values, and other inputs, but it MJST
be deterministic. The deternination of whether or not a block is to
be encrypted MJST NOT be anbi guous.
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As was the case for the BAB and PIB, if the ciphersuite requires nore
t han one instance of the PCB, then the "first bl ock" MJST contain any
optional fields (e.g., security-destination, etc.) that apply to al
instances with this correlator. These MJST be contained in the first
i nstance and MJUST NOT be repeated in other correlated bl ocks. Fields
that are specific to a particular instance of the PCB MAY appear in
that PCB. For exanple, security-result fields MAY (and probably
will) be included in nultiple related PCB instances, with each result
being specific to that particular block. Sinmilarly, several PCBs

m ght each contain a ciphersuite-paranmeters field with an 1V specific
to that PCB instance.

Put anot her way: when confidentiality will generate nultiple blocks,
it MIST create a "first" PCB with the required ciphersuite ID
paraneters, etc., as specified above. Typically, this PCB wll

appear early in the bundle. This "first" PCB contains the paraneters
that apply to the payload and also to the other correlated PCBs. The
correlated PCBs follow the "first" PCB and MUST NOT repeat the

ci phersuite-paranmeters, security-source, or security-destination
fields fromthe first PCB. These correlated PCBs need not follow

i mediately after the "first" PCB, and probably will not do so. Each
correl ated bl ock, encapsulating an encrypted PIB or PCB, is at the
same place in the bundle as the original PIB or PCB

A ci phersuite MJUST NOT m x payl oad data and a non-payload block in a
si ngl e PCB.

Even if a to-be-encrypted bl ock has the "discard" flag set, whether
or not the PCB s "discard" flag is set is an inplenentation/policy
decision for the encrypting node. (The "discard" flag is nore
properly called the "Discard if block can’t be processed" flag.)

Any existing EID-list in the to-be-encapsul ated origi nal bl ock
remai ns exactly as-is, and is copied to becone the EID-list for the
repl aci ng bl ock. The encapsul ati on process MJST NOT repl ace or
renove the existing EID-list entries. This is critically inportant
for correct updating of entries at the security-destination

At the security-destination, either the specific destination or the
bundl e- desti nati on, the processes descri bed above are reversed. The
payl oad is decrypted "in-place" using the salt, 1V, and key values in
the first PCB, including verification using the ICV. These val ues
are described in Section 2.6. Each correlated PCB is al so processed
at the same destination, using the salt and key values fromthe first
PCB and the bl ock-specific IV item The encapsul ated block itemin
the security-result is decrypted and validated, using also the tag
that SHOULD have been appended to the ciphertext of the origina

bl ock data. Assuming the validation succeeds, the resultant
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pl ai ntext, which is the entire content of the original block

repl aces the PCB at the sane place in the bundle. The bl ock type
reverts to that of the original block prior to encapsul ation, and the
ot her bl ock-specific data fields also return to their origina

val ues. Inplenentors are cautioned that this "replacenent" process
requires delicate stitchery, as the EID-list contents in the

decapsul ated block are invalid. As noted above, the EID-1i st
references in the original block were preserved in the "repl aci ng"
PCB, and will have been updated as necessary as the bundl e has toured
the DIN. The references fromthe PCB MJST repl ace the references
within the EID-list of the newly decapsul ated bl ock. Caveat

i mpl enent or.

2.5. Extension Security Bl ock

Ext ensi on security bl ocks provide protection for non-payl oad-rel at ed
portions of a bundle. ESBs MJUST NOT be used for the primary block or
payl oad, including payload-rel ated security blocks (Pl Bs and PCBs).

It is sonetinmes desirable to protect certain parts of a bundle in
ways ot her than those applied to the bundl e payl oad. One such
exanple is bundle netadata that mght specify the kind of data in the
payl oad but not the actual payload detail, as described in [ DTNMD .

ESBs are typically used to apply confidentiality protection. Wile
it is possible to create an integrity-only ciphersuite, the bl ock
protection is not transparent and makes access to the data nore
difficult. For sinplicity, this discussion describes the use of a
confidentiality ciphersuite.

The protection nechanisnms in ESBs are sinilar to other security
bl ocks with two inportant differences:

o different key values are used (using the sanme key as that for
payl oad woul d defeat the purpose)

o the block is not encrypted or super-encrypted with the payl oad

A typical ESB ciphersuite will encrypt the extension block using a

random y generated epheneral key and will use the key-information
itemin the security-paraneters field to carry the key encrypted with
sone |long-termkey encryption key (KEK) or well-known public key. If

neither the destination nor security-destination resolves the key to
use for decryption, the key-information itemin the ciphersuite-
paraneters field can be used also to indicate the decryption key with
whi ch the BEK can be recovered.
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It is strongly RECOMMENDED that a data integrity mechani smbe used in
conjunction with confidentiality, and that encryption-only
ci phersuites NOT be used. AES-GCM satisfies this requirenent.

The ESB is placed in the bundle in the sanme position as the block
being protected. That is, the entire original block is processed
(encrypted, etc.) and encapsulated in a "replacing" ESB-type bl ock
and this appears in the bundle at the same sequential position as the
original block. The processed data is placed in the security-result
field.

The process is reversed at the security-destination with the
recovered plaintext block replacing the ESB that had encapsul ated it.
Processing of EID-list entries, if any, is described in Section 2.4,
and this MJST be followed in order to correctly recover ElDs.

An ESB is an ASB with the follow ng additional restrictions:
The bl ock type is 0x09.

Ci phersuite flags indicate which fields are present in this block
Ci phersuite designers should carefully consider the effect of
setting flags that either discard the block or delete the bundle
in the event that this block cannot be processed.

El D-ref erences MJUST be stored in the EID-reference |ist.

The security-source MAY be present. The security-source can al so
be specified as part of key-information described in Section 2.6.
If neither is present, then the bundl e-source is used as the
security-source

The security-destination MAY be present. |If not present, then the
bundl e-destination is used as the security-destination

The security-parameters MAY optionally contain a bl ock-type code

field to indicate the type of the encapsul ated block. Since this
replicates a field in the encrypted portion of the block, it is a
slight security risk, and its use is therefore OPTI ONAL.

2.6. Parameters and Result Fields
Various ciphersuites include several itens in the security-paraneters
and/ or security-result fields. Wich itenms MAY appear is defined by

the particul ar ciphersuite description. A ciphersuite MAY support
several instances of the sane type within a single block.
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Each itemis represented as a type-length-value. Type is a single
byte indicating which itemthis is. Length is the count of data
bytes to follow, and is an SDNV-encoded integer. Value is the data
content of the item
Itemtypes are

0: reserved

1: initialization vector (1V)

2: reserved

3: key-infornmation

4: fragnment-range (offset and |l ength as a pair of SDNVs)

5: integrity signature

6: unassi gned

7: salt

8: PCB integrity check value (1CV)

9: reserved

10: encapsul at ed bl ock

11: bl ock type of encapsul ated bl ock

12 - 191: reserved

192 - 250: private use

251 - 255: reserved
The follow ng descriptions apply to the usage of these itens for al
ci phersuites. Additional characteristics are noted in the discussion

for specific suites.

o initialization vector (1V): random value, typically eight to
si xt een bytes.

o key-information: key material encoded or protected by the key
managenent system and used to transport an ephemeral key protected
by a long-termkey. This itemis discussed further in
Section 2.7.

Sym ngton, et al. Experi ment al [ Page 22]



RFC 6257 Bundl e Security Protocol May 2011

o fragnent-range: pair of SDNV val ues (offset then | ength)
speci fying the range of payload bytes to which a particul ar
operation applies. This is termed "fragnment-range" since that is
its typical use, even though sonetinmes it describes a subset range
that is not a fragnent. The offset value MJIST be the offset
within the original bundle, which night not be the offset within
the current bundle if the current bundle is already a fragnent.

O integrity signature: result of BAB or PIB digest or signing
operation. This itemis discussed further in Section 2.7.

o salt: an IV-like value used by certain confidentiality suites.

0o PCBintegrity check value (ICV): output fromcertain
confidentiality ciphersuite operations to be used at the
destination to verify that the protected data has not been
nodi fi ed.

0 encapsul ated block: result of confidentiality operation on certain
bl ocks, contains the ciphertext of the block and MAY al so contain
an integrity check val ue appended to the ciphertext; MAY al so
contain padding if required by the encryption node; used for non-
payl oad bl ocks only.

o block type of encapsul ated bl ock: block-type code for a bl ock that
has been encapsul ated in ESB

2.7. Key Transport

This specification endeavors to naintain separation between the
security protocol and key nmanagenent. However, these two interact in
the transfer of key-information, etc., fromsecurity-source to
security-destination. The intent of the separation is to facilitate
the use of a variety of key managenent systenms wi thout needing to
tailor a ciphersuite to each individually.

The key managenent process deals with such things as |ong-term keys,
specifiers for long-termkeys, certificates for |ong-termkeys, and
integrity signatures using long-termkeys. The ciphersuite itself
SHOULD NOT require a know edge of these, and separation is inproved
if it treats these as opaque entities to be handl ed by the key
managenent process.

The key managenent process deals specifically with the content of two
of the itenms defined in Section 2.6: key-information (itemtype 3)
and integrity signature (itemtype 5). The ciphersuite MIST define
the details and format for these itens. To facilitate
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interoperability, it is strongly RECOMVENDED t hat the inplenentations
use the appropriate definitions fromthe Cryptographic Message Syntax
(CvB) [RFC5652] and rel ated RFCs.

Many situations will require several pieces of key-information.

Agai n, ciphersuites MJST define whet her they accept these packed into
a single key-information item and/or separated into nultiple

i nstances of key-information. For interoperability, it is
RECOMVENDED t hat ci phersuites accept these packed into a single key-
information item and that they MAY additionally choose to accept
them sent as separate itens.

2.8. PIB and PCB Conbi nati ons

G ven the above definitions, nodes are free to conbi ne applications
of PIB and PCB in any way they wish -- the correlator value all ows
for multiple applications of security services to be handl ed
separately. Since PIB and PCB apply to the payload and ESB to non-
payl oad bl ocks, conbinations of ESB with PIB and/ or PCB are not
consi der ed.

There are some obvious security problenms that could arise when
applying nultiple services. For exanple, if we encrypted a payl oad
but left a PIB security-result containing a signature in the clear
payl oad guesses could be confirned.

We cannot, in general, prevent all such problens since we cannot
assune that every ciphersuite definition takes account of every other
ci phersuite definition. However, we can linmt the potential for such
probl ens by requiring that any ciphersuite that applies to one
instance of a PIB or PCB MJUST be applied to all instances with the
sane correlator.

We now list the PIB and PCB conbi nations that we envi sage as being
useful to support:

Encrypted tunnels - a single bundle MAY be encrypted nmany tines en
route to its destination. Cdearly, it has to be decrypted an
equal nunber of tines, but we can inmagine each encryption as

representing the entry into yet another layer of tunnel. This is
supported by using multiple instances of PCB, but with the payl oad
encrypted nultiple tines, "in-place". Depending upon the

ci phersuite definition, other blocks can and should be encrypted,
as di scussed above and in Section 2.4 to ensure that paraneters
are protected in the case of super-encryption.
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